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PRIVACY STATEMENT / RECORD 

STAFF MEDICAL DATA 
 

Organisational part of the Agency entrusted with the processing of 
personal data 

Andrea BALDAN (information(at)osha.europa.eu) 

Purpose 

To check and ensure that staff members are fit for work and that the adequate 
measures are taken to prevent work-related illnesses. No medical data is 
disclosed to the Agency. 

Legal basis 

Articles 26a, 33, 59.1 and 59.6 of Staff Regulations. 

Type of data processed 

- Basic personal data relevant for a medical file, such as name, surname, date of 
birth. 

- Result of pre-recruitment medical check-up and of annual medical check-ups. 

- Any other medical data submitted by the data subject (optional). 

- Medical certificates related to certified sick leave. 

- Fit for work certificates. 

Lawfulness of processing 

The processing is based on Article 5.1 (a),(e) of Regulation (EU) 2018/1725 of 
the European Parliament and of the Council of 23 October 2018 on the protection 

of natural persons with regard to the processing of personal data by the Union 
institutions, bodies, offices and agencies and on the free movement of such data 

(hereinafter the Regulation). 

Data recipients 

External medical service provider. 

No medical data is disclosed to the Agency, only fit for work certificates issued by 
the external medical service provider are stored in the personnel file. 

The data subject’s rights 

Data subjects have the right to access, rectify, block and erase their data in their 
medical file. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0039.01.ENG&toc=OJ:L:2018:295:TOC
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The right of rectification is equally related to administrative data and medical 
data. Data subjects may provide additional medical reports, if they so wish. 

At request, data subjects can have indirect access to their psychological and 
psychiatric data in line with conclusion of the Board of Heads of Administration 
221/04 of 19 February 2004. A written request should reach the external medical 

service at: PG Prevención (Av. Zumalakarregi 17-19, E-48903 Burtzeña-
Barakaldo. Tel. 944 970 060. E-mail: 

administracion(at)previngconsultoresnorte.com). A proof of identity of the data 
subject concerned must accompany the request. 

Information on the conservation period of data 

- Medical files include the results of the pre-recruitment visits and of the annual 
medical check- ups. They are stored by the external medical provider for a 

maximum of 30 years after the termination of duties of the person concerned. 

- Sick leave certificate are stored by the medical adviser for a period equal to the 

retention period applicable to absences at the Agency (4 years). 

- Fit for work certificates – being included in the personnel files – are stored by 
the Agency until  10 years following the termination of employment or the last 

pension payment. 

- Medical information related to non-recruited persons is stored for a period 

equal to the retention period applicable at the Agency to unsuccessful candidates’ 
files (2 years). 

Security measures 

Throughout this procedure only authorised people are attributed access rights 

and only on a "need-to-know" basis. 

Any possible security measure is taken to prevent any improper use of or 

unauthorized access, transfer or erasure to the medical files.  

Procedure-related documents are kept in a secure environment, on an encrypted 

data carrier, or locked in cupboards/drawers. 

Request for information 

For any further information regarding the handling of their personal data, data 
subjects can address their request to EU-OSHA Data Protection Officer at: 
dpo(at)osha.europa.eu. 

Recourse to the EDPS 

Data subjects are entitled to make recourse to the European Data Protection 

Supervisor: http://www.edps.europa.eu , should they consider that the processing 
operations do not comply with the Regulation. 

Date when processing starts 

When data is provided to the medical service provider. 

http://www.edps.europa.eu 
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